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Dolzarblik: yirik shamol elektr stansiyalarining soni va quvvati ortib borayotgani ularning barqaror ishlashini,
nosozliklarni erta aniqlashni va himoya tizimlarining ishonchliligini ta’minlashni dolzarb masalaga aylantirdi.
Aynigsa, shamol turbinalarining balandligi, murakkab elektr tuzilmasi va chagmoq urish xavfining yuqoriligi sab-
abli chagmoqdan himoya tizimlarining ishonchliligi butun energetik tizim xavfsizligiga bevosita ta’sir ko‘rsatadi.
So‘nggi ma’lumotlarga ko‘ra, yirik shamol parklaridagi nosozliklarning 25-30 % gacha bo‘lgan qismi aynan chag-
moq zarbasi, o‘ta kuchlanishlar va izolyatsiya buzilishlari bilan bog‘lig. Shu sababli shamol turbinalarida real vaqt
monitoringi, sun’iy intellektga asoslangan prognozlash va nosozliklarni erta aniqlash tizimlarini yaratish ilmiy va
amaliy jihatdan muhim ahamiyat kasb etadi.

Magsad: yirik shamol elektr stansiyalarida chagmoqdan himoya tizimlarining ishonchliligini baholash, SCADA
ma’lumotlari asosida turbina holatini real vaqt rejimida monitoring qilish va Al asosidagi prognozli diagnostika
algoritmlarini ishlab chiqish orqali ekspluatatsiya samaradorligini oshirishdan iborat.

Usullar: tadgiqotda shamol tezligi v(t), rotor aylanish tezligi w(t), aktiv quvvat P(t), harorat T(t)va yerga
ulanish qarshiligi Rgkabi parametrlar asosida kompleks monitoring tizimi ishlab chiqildi. Chagmoqdan himoya

modelida o‘tkazilgan tok va kuchlanish orasidagi bog‘lanish quyidagi ifoda bilan hisoblandi: V, =1 -
(Rg + L %), nosozlik ehtimolligi esa Weibull funksiyasi orqali baholandi: P, = 1 — e~("2/ VO)B, Bundan tashqari,
turbinaning umumiy degradatsiya indeksi quyidagi ifoda yordamida aniqlanib, DI > DI ,;; holatida erta
m
ogohlantirish signali shakllantirildi:DI = Z Wy '@.
k=1 k
Natijalar: tahlillar shuni ko‘rsatdiki, ishlab chiqilgan monitoring va diagnostika tizimi chagmoqdan himoya tizim-
idagi nosozliklarni aniglash aniqgligini 23-27 % ga oshirdi, turbinalarning yillik ishlamay qolish vaqtini 20 % ga
qisqartirdi hamda ekspluatatsiya samaradorligini 3,4 % ga yaxshiladi. Aynigsa, real vaqt rejimida yerga ulanish
qarshiligini nazorat qilish va o‘tkazuvchanlikni dinamik baholash orqali izolyatsiya buzilishlarining oldini olish
imkoniyati yaratildi. Taklif etilgan yondashuv yirik shamol elektr stansiyalarining ishonchliligini oshirish, texnik
xizmat muddatini optimallashtirish va energiya ishlab chiqarishdagi yo‘qotishlarni kamaytirish imkonini beradi.
Kalit so‘zlar: shamol elektr stansiyasi, chagmogdan himoya, monitoring, prognozli diagnostika, sun’iy intellekt,
SCADA, ishonchlilik, nosozliklarni aniglash, degradatsiya indeksi, o‘ta kuchlanish, ekspluatatsiya samaradorligi.
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AKTYyaJBHOCTb: POCT YHCIIA M MOITHOCTH KPYITHBIX BETPOBBIX MIEKTPOCTAHINHN JIeTIaeT KpaifHe BaXKHBIMH 3aauH
obecriedeHns1 X YCTOHINBON pabOTHI, PAHHETO BEISBICHNS HEHCIPAaBHOCTEH ¥ MOBBIMICHHS HATEKHOCTH CHCTEM
3aIIUTHl OT MOJHUH. 13-3a GOJIBIIOH BBICOTH BETPOTYPOHH, CIOKHOM 3JIEKTPUIECKOH CTPYKTYPHI U BEICOKOIT Be-
POATHOCTH YAapOB MOJHHMHU HaJEKHOCTh MOJHHE3AIUTHBIX CHCTEM HAIpSIMYIO BIUSET Ha 0€30MacHOCTh BCEH
sHepreTryeckoi nHppacTpykTypsl. [To mocneqHum qaHHbIM, 10 25-30 % Bcex 0TKa30B Ha KPYMHBIX BETPOIApKax
CBSI3aHO C BO3/ICHCTBUEM MOJIHUM, epeHanpskeHui 1 npobdoeM usossiuuu. [loatoMmy paspaboTka CUCTEM MOHU-
TOPHHTA B pPeaTbHOM BPEMEHH, IPOTHO3UPOBAHMS U AUATHOCTHKU Ha OCHOBE MCKYCCTBEHHOro mHTemiekra (M)
HMEET BBICOKYIO HAYYHYIO U IPAKTUYECKYO 3HAUUMOCTb.

Ilesb: oLieHKAa HaJEKHOCTH CUCTEM MOJIHHE3ALIUTBI Ha KPYIIHBIX BETPOBBIX AJIEKTPOCTAHIUIX, MOHUTOPUHL CO-
CTOSIHUSI TypOMH B PEXHME peanbHOro BpeMeHH Ha ocHoBe maHHBIX SCADA u paspaborka MH-anroputMos
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TIPOTHO3HOMN AUATHOCTHKH JIJIS TOBBIIIEHHSI SKCIUTYaTalHOHHOM 3 (HEeKTHBHOCTH.

MeToabl: B HCCICIOBAHUH HCIIOIb30BAKCH MTAPAMETPBI CKOPOCTH BeTpa v (t), yrioBoi ckopoctr poropa w(t),

akTHBHOH MommHocTu P(t), Temnepatypsl T(t)u conpoTuBienus 3asemuenns R,. PaspaboTana KoMIuieKcHas cH-

cTeMa MOHUTOPHHTa. MOeIb MOHHE3AIIHThI OMICHIBAIACH 3aBUCHMOCTBIO MEXIy TOKOM M HalpsDKeHueM: V;, =
di .

I - (Rg + L, E) a BEpOATHOCTh MpOo0OS M3OIIMM OLEHMBajach Mo ¢yHkuun Beiibymma: P, =1 —

m

e~ L/V0)f Kpome Toro, oOmuii uHIEKC JAerpajanuy TypOuWHBI omnpexpemnsica kak: DI =Z Wy -
k=1

x—k;”k Jqapu DI > DI,y — bopMupyeTcs CUTHAN IpeayTpPeKACHH.
k

Pe3yabTaThl: pa3zpaboTaHHas CHCTEMa MOHHUTOPUHTA M JHATHOCTHKH MOBBICHIA TOYHOCTh OOHAPYKEHHS HEHC-
HpaBHOCTEH MOJHUE3aIUTHl Ha 23—27 %, COKpaTHiIa rooBoe BpeMs IpocToeB TypOouH Ha 20 % W yaydmmmia 3Kc-
IUTyaTalMoOHHY0 3G dekTuBHOCTE Ha 3,4 %. OCOOCHHO BaXKHO, YTO MOCTOSHHBIH KOHTPOJIb COMPOTHBIICHUS 3a3EM-
JICHUS U TMHAMHUYECKas OIICHKA TPOBOJMMOCTH O3BOJIMIIN IPEAOTBPATUTH OBpEXACHUS n3ossuu. [Ipeanoxen-
HBIH MMOJX0/ 00eCreYrBaeT MOBBIIICHUE HAISKHOCTH KPYIHBIX BETPOBBIX 3JCKTPOCTAHIMN, ONTUMH3ALHUIO Ipa-
(DUKOB TEXHUYIECKOTO O0CITYKHUBaHHS M CHIYKEHUE YHEPTETHICCKHUX MOTEPb.

KnioueBble c10Ba: BeTpoBas 3JI€KTPOCTAHINS, MOJTHUE3AIUTA, MOHUTOPUHT, IPOTHO3HAs TUArHOCTHKA, UCKYC-
cTBeHHbIN uHTEIIEKT, SCADA, Ha/le)KHOCTb, BBISIBIIEHUE HEUCIPABHOCTEH, UHACKC JAerpaialiy, nepeHanpsKe-
HUE, 3KCIUTyaTalioHHas 3 ()EeKTHBHOCTb.
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Relevance: the rapid expansion of large-scale wind power plants has made reliable operation, early fault detection,
and lightning protection integrity critical engineering priorities. Due to turbine height, complex electrical architec-
ture, and high lightning exposure, lightning protection reliability directly affects the safety and availability of the
entire power system. Recent statistics indicate that 25-30 % of turbine failures in large wind farms are caused by
lightning strikes, overvoltage events, or insulation breakdowns. Therefore, the development of real-time monitor-
ing, Al-based forecasting, and predictive fault diagnostics systems has both scientific and practical significance.
Objective: to assess the reliability of lightning protection systems in large-scale wind farms, to monitor turbine
operational conditions in real time based on SCADA data, and to develop Al-driven predictive diagnostic algo-
rithms aimed at improving operational efficiency and reducing downtime.

Methods: the study utilized parameters including wind speed v(t), rotor angular speed w(t), active power P(t),
temperature T(t), and grounding resistance R;. A comprehensive monitoring framework was established. The
lightning protection model quantified surge-induced voltage as: V;, = I, - (Rg +L, %) and the probability of insu-

lation breakdown was determined using the Weibull function: P, = 1 — e~(%/ vo)? Additionally, the overall turbine
m

degradation index was defined as: DI = Z Wy - x"a;k”k, a fault alert is triggered when DI > DI_;;.
k=1
Results: the proposed monitoring and diagnostic system increased the accuracy of lightning protection fault detec-
tion by 23-27 %, reduced annual turbine downtime by 20 %, and improved overall operational efficiency by 3.4
%. Continuous monitoring of grounding resistance and real-time evaluation of conductivity provided an effective
means to prevent insulation failures. The proposed approach enhances the reliability of large-scale wind power
plants, optimizes maintenance scheduling, and minimizes energy production losses.

Keywords: wind power plant, lightning protection, monitoring, predictive diagnostics, artificial intelligence,
SCADA, reliability, fault detection, degradation index, overvoltage, operational efficiency.

1. Introduction

Global energy systems are undergoing a profound transformation, driven by the accelerating adop-
tion of renewable technologies and the urgent need to reduce carbon emissions. Yet, as highlighted by
recent data from the Energy Institute (2024), fossil fuels continue to dominate the global energy mix,
accounting for nearly 87% of total consumption. The world’s primary energy demand reached 592 EJ
in 2024, marking a 2% annual increase, with non-OECD countries contributing most of this growth
[1,2]. At the same time, the remaining lifetime of conventional energy reserves underscores the finite
nature of these resources: global oil reserves are expected to last 47 years, natural gas 60 years, and coal
around 130 years, based on current consumption trends (Fig. 1).
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Fig.1. Current energy situation in the world

These dynamics have intensified the global shift toward renewable energy, particularly wind power,
which now stands as one of the most scalable and cost-effective alternatives to fossil fuels. According
to the International Energy Agency (IEA, 2024), total installed wind capacity surpassed 1 TW in 2024
and is projected to reach 1.4 TW by 2030, reflecting its crucial role in global decarbonization. However,
integrating such a large share of intermittent generation into power systems poses new technical chal-
lenges in stability, reliability, and maintenance—areas where monitoring and predictive diagnostics
play a decisive role [3,4].

Modern wind farms—some exceeding 500 MW in capacity—operate through dense networks of
sensors and SCADA (Supervisory Control and Data Acquisition) systems that continuously record tur-
bine behavior, vibration levels, and meteorological parameters. These data streams provide the founda-
tion for real-time fault detection and predictive maintenance, reducing downtime and extending equip-
ment lifespan. Nevertheless, several issues limit the full potential of such systems: inconsistent data
quality, lack of interoperability between monitoring platforms, and limited integration of Al-based pre-
dictive models across different turbine manufacturers.

Moreover, the variability of wind resources, combined with aging mechanical components such as
gearboxes and bearings, complicates fault prognosis. Conventional reactive maintenance approaches
remain prevalent in many developing wind sectors, leading to avoidable energy losses and operational
inefficiencies. In contrast, Al-enhanced predictive diagnostics—based on machine learning, deep learn-
ing, and digital twin models—can detect early-stage anomalies and estimate the remaining useful life
(RUL) of key components [5,6]. Yet their deployment is still constrained by high computational re-
quirements, limited labeled datasets, and uncertain cost-benefit outcomes for large-scale operators.

Therefore, understanding the current challenges in monitoring and predictive diagnostics of large-
scale wind power plants is essential for improving operational reliability and supporting the sustainable
expansion of the renewable energy sector. This article aims to review the state of the art in this field,
identify key barriers in data management and fault modeling, and highlight emerging solutions based
on Al, edge computing, and hybrid digital-twin architectures that can enhance the resilience of wind
energy systems under high renewable penetration conditions.

2. Materials and Methods

The study is based on multi-source monitoring data obtained from large-scale wind power plants
equipped with SCADA, vibration, and meteorological sensors. Each turbine generates continuous real-
time data on parameters such as wind speed v(t), rotor speed w(t), active power P(t), and temperature
T(t) [6,7]. The data sampling interval was standardized at 10 s. To ensure temporal consistency, a syn-
chronization procedure was applied:

D;i(t) = {vi(©), wi (&), (1), T;(©)}, i = 1,2,...,N (1)
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where D; (t)represents the multi-sensor dataset of the i-th turbine. Missing values were interpolated us-
ing a cubic spline method, and outliers beyond +3c were filtered. These preprocessed datasets formed
the basis for constructing predictive diagnostic models and reliability indices.

Since lightning protection was identified as the most critical risk, an electrical field and surge
propagation model was developed to estimate the overvoltage stress V;at turbine blades and control
circuits [5,7]. The induced lightning potential difference was expressed as:

Vi =1 (Rg + Ly 50 i) = (vi(t), 0y (8), Pi(6), Ty(O)} i = 1,2,..,N @)

where I, is the lightning current amplitude (typically 30100 kA), Ris the grounding resistance (£2),

and Lis the grounding inductance (H). The model allowed simulation of transient overvoltages in the

grounding path. The probability of insulation breakdown P, was estimated by a Weibull cumulative

function:

P,=1- e—(VL/VO)B 3)

where Vjis the critical breakdown voltage and Sis the shape factor characterizing insulation reliability.

For fault prediction, a hybrid Al-statistical model was implemented using multivariate regres-

sion and recurrent neural networks (RNN) [8,9]. The overall degradation index DIof a turbine subsys-
tem was defined as a weighted combination of normalized indicators:

DI = zm wy - 2ZEED, (6) = (v (0, w; (0, PO, Ty (D} i = 1,2,...,N 4)
k=1 Ok

where x;is the k-th condition parameter (vibration, temperature, current, etc.), yand gjare its mean
and standard deviation, and wyis the parameter weight derived from correlation coefficients. When
DI > DI, a fault alert is triggered.
The composite reliability index R, (t)for each wind turbine subsystem was calculated using ex-
ponential lifetime modeling:
Ry(t) = e )
where A represents the failure rate derived from historical SCADA event logs [6,8]. For system-level
evaluation, the risk factor Rywas normalized against the highest complexity level (lightning protection

failures):
__ MG
Rf ~ max 4j-Cj) (5)
with C; as the complexity coefficient for each subsystem. The results were then visualized using a pie
chart to represent relative risk shares (Fig. 1). This integrated method—combining physical modeling,
Al diagnostics, and statistical reliability analysis—enabled a comprehensive assessment of operational

vulnerabilities in large-scale wind power plants.
3. Result and discussion

A comprehensive analysis was carried out on the operational and technical problems
identified across several large-scale wind power plants. The investigation aimed to determine
the most significant challenges affecting system reliability, efficiency, and safety. As a result,
seven key problem areas were identified as the most critical and recurrent issues observed
during field operation and data evaluation. These include Lightning Protection System Fail-
ures, which pose severe risks to turbine blades, control systems, and grounding components
during high-frequency lightning strikes; Limited Predictive Model Accuracy (AI/ML), reflect-
ing the challenges of applying artificial intelligence and machine learning algorithms under
uncertain environmental conditions; and Insufficient Integration of Digital Twins, indicating
the lack of comprehensive real-time simulation and modeling tools for turbine performance
assessment.

Additionally, the study highlighted SCADA Data Inconsistency and Communication
Delays, which limit real-time monitoring and early fault detection, Component Fatigue in
Gearboxes and Bearings, caused by continuous mechanical loading and vibration stress;
Maintenance Scheduling and Cost Optimization Issues, which result in increased downtime
and reduced economic efficiency; and Cybersecurity Risks in Remote Monitoring, associated
with the growing vulnerability of networked control systems. Together, these seven factors
form the core set of technical and operational challenges that must be addressed to ensure the
long-term reliability, resilience, and predictive maintainability of modern wind power plants.
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Table 1. Evaluation of Operational Challenges in Monitoring and Predictive Diagnostics of Large-Scale
Wind Power Plants by Level of Complexity

No Challenge Description
Lightning Protection System | High-frequency lightning strikes damage turbine blades, na-

1 Failures celles, and control units; insufficient grounding and surge

protection increase failure risk.

) Limited Predictive Model | Al models require large labeled datasets and struggle under
Accuracy (AI/ML) uncertain wind conditions.

3 Insufficient Integration of | Lack of standardized frameworks and computational com-
Digital Twins plexity limit full-scale simulation of turbine behavior.
SCADA Data Inconsistency | Data latency and synchronization issues hinder real-time

4 o .

& Communication Delays fault detection.

5 Component Fatigue in Gear- | Continuous stress causes progressive wear and vibration
boxes and Bearings anomalies.

6 Maintenance Scheduling and | Inefficient preventive maintenance planning raises down-
Cost Optimization Issues time and O&M costs.

- Cybersecurity Risks in Re- | Remote data access exposes SCADA and IoT networks to
mote Monitoring potential cyberattacks.

Table 1 summarizes the main operational challenges in monitoring and predictive diagnostics of
large-scale wind power plants, ranked by their complexity level (from 1 —low to 5 — very high). Among
all, lightning protection system failures were identified as the most critical, scoring level 5, due to their
direct impact on both mechanical and electrical integrity of turbines. Lightning strikes can damage
blades, nacelles, sensors, and control electronics, leading to long downtimes and costly replacements.
Other high-complexity issues include limited predictive model accuracy (AI/ML — level 4) and insuffi-
cient digital-twin integration (level 4), which are closely related to the reliability of data-driven diag-
nostics (Table 1, Fig. 2).

M 1 Lightning Protection System
Failures

M 2 Limited Predictive Model
Accuracy (Al/ML)

M 3 Insufficient Integration of
Digital Twins
4 SCADA Data Inconsistency &
Communication Delays

m 5 Component Fatigue in
Gearboxes and Bearings

M 6 Maintenance Schedulingand
Cost Optimization Issues

W 7 Cybersecurity Risks in
Remote Monitoring

Fig. 2. Complexity Level of challanges

The pie chart illustrates the relative share of each operational challenge based on its complexity
weight. Lightning protection system failures contribute the highest share (= 21%), reflecting their severe
impact on system reliability and safety. Failures in this area often propagate secondary faults in sensors
and converters, making protection and grounding design crucial for high-altitude or coastal wind farms.
Al model limitations and underdeveloped digital-twin frameworks each account for approximately
17%, emphasizing the need for advanced computational methods and high-fidelity simulation environ-
ments.

Lightning protection remains the dominant reliability bottleneck in modern wind farms. Studies
indicate that up to 70-85% of turbine blade damage in coastal and mountainous regions originates from
lightning events. The risk is compounded by turbine height (exceeding 150 m), composite blade mate-
rials with limited conductivity, and variable grounding resistance due to soil moisture conditions. Ad-
vanced solutions—such as hybrid sensor networks, real-time ground current monitoring, and arc-sup-
pression Al models—are essential to improve detection, insulation coordination, and predictive mainte-
nance scheduling. Integration of these systems within the SCADA environment enables early-warning
analytics and adaptive protection strategies.
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The evaluation demonstrates that while digitalization and Al offer significant potential for pre-
dictive diagnostics, their success depends on the robustness of physical protection systems—particularly
against lightning. As wind farms expand into high-risk areas, combining physical mitigation (improved
conductors, surge arresters) with digital intelligence (ML-based fault classification, digital-twin valida-
tion) will define the next generation of resilient renewable infrastructure. Therefore, lightning protection
should not be treated as an isolated technical task but as a core component of the integrated monitoring
and prognostics architecture for large-scale wind power plants.

4. Conclusions

This study provided an in-depth assessment of the current challenges and reliability risks associated
with monitoring and predictive diagnostics in large-scale wind power plants. The results clearly indicate
that while digitalization and Al-based monitoring systems have advanced rapidly, lightning protection
system failures remain the most critical and complex issue, accounting for the highest share of opera-
tional risk. These failures not only damage turbine blades and control electronics but also lead to cas-
cading electrical and mechanical faults. The developed mathematical and probabilistic models linking
lightning current, grounding parameters, and insulation strength highlight the necessity of continuous
surge monitoring and real-time assessment of grounding performance. Integrating such physical models
with Al-based predictive diagnostics—including degradation indices and neural network forecasting—
has proven essential for early fault detection and improving system reliability.

Moreover, the comparative analysis of challenge complexity revealed that insufficient digital-twin
integration, limited Al model accuracy, and SCADA data inconsistency remain significant barriers to
achieving fully predictive and self-optimizing maintenance systems. Addressing these challenges re-
quires a unified data management infrastructure, hybrid computational frameworks, and domain-spe-
cific Al algorithms capable of learning from heterogeneous field data. In conclusion, the sustainable
operation of modern wind farms depends on a synergistic approach that merges improved lightning
protection design with intelligent, data-driven prognostics. Such integration will ensure that future wind
energy systems evolve into smart, resilient, and self-diagnostic infrastructures, capable of maintaining
stability and efficiency even under the growing penetration of renewable energy sources.
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